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European Regulation in Banking

AMLR
Anti-Money Laundering Regulation (effective from July 2027)

Article 75
Exchange of information in the framework of partnerships
for information sharing

Article 76
Governs the processing of personal data for AML/CTF 
purposes
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Examples of information exchange:

● Risk scores, e.g. regarding suspicious accounts suspect

● Transactions related to some particular event

● Know-Your-Customer-related data

Why?

● Enrich risk scores with information from other banks

● Decrease false-positive rates

● Better prioritisation of alerts (a pre-processing that boosts productivity of a human analyst)

What kind of data could be shared,
and why does this makes sense ?
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How to keep multi-stakeholder data safe in such a partnership? 
[Confidentiality]

"Partnerships": Data sharing is often the bottleneck
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How to keep multi-stakeholder data safe in such a partnership? 
[Confidentiality]

• How to protect against "curious" individuals (employees, sys-admins), security problems at 
cloud providers, and accidental disclosure of third-party data (e.g. by a human mistake) ?

• How to keep the data use limited to the consortium-agreed purpose? [Purpose Binding] 

• How to limit the disclosure of information (only the computed insights vs. the all raw inputs) 
[ Data Minimisation]

"Partnerships": Data sharing is often the bottleneck
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Data minimisation - metaphor

Input data from multiple

Computational result

Effective data minimisation 

data owners

f
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“Obliged entities shall implement appropriate technical and organisational measures, including 
measures to allows pseudonymisation, to ensure a level of security and confidentiality 
proportionate to the nature and extent of the information exchanged”

“A data protection impact assessment referred to in Article 35 of Regulation (EU) 2016/679 shall be 
carried out prior to the processing of any personal data”

Back to Article 75:
How Secure Multi-Party Computation enters the picture

Adoption of MPC:
- builds trust among the partnership
- lowers residual risk, accelerating the DPIA



 

What does this mean for AML collaboration

Encrypted computing (MPC)

 All data is encrypted at the source

 Data remains encrypted at all time

 Combined encrypted data can be analysed

 Banks decide which analyses are allowed

 Only the outcome is shared, with 
designated party

Example query on encrypted data

Query: is my client connected to entities with 
a higher risk?
• Via transaction(s), ownership, address-

sharing, board members, UBO, etc.

Result:
• How many connections
• Type of connection
• Nature of risk or risk score average
• Transaction volumes



 

Building a distributed list of 
high-risk accounts / clients, 
associated with potentially 
criminal behaviour

Lower risk: leverage 
intelligence across banks

Connect higher risk clients 
and alerts across banks to 
enable prioritization and 
faster investigation

Lower costs: prioritization and 
efficiency in investigations

KYC and fraud AML and investigations

Example use cases in Financial Crime detection

Bring result of FIU 
investigations back to the 
banks to learn about results of 
their Suspicious Activity 
Reports (SAR filing

Higer quality SARs: establish a 
feedback loop

Feedback from FIU



Extract insights from data 
that you cannot see
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Guarantees
- None of the servers ever see any secret data as plaintext
- Client can only perform queries that have been authorized 

Security assumptions
- No collusion between MPC servers

Roseman Labs' Encrypted Data Space:
System topology and security model

      MPC server

     MPC server

     MPC server

Pairwise
TCP/IP+TLS 
connections

query interface

Client A

Client B

query interface

Client C



Main benefits of our Encrypted Data Space

Data minimization

Purpose binding

Only reveal results, not the input data 

Owners in control by explicitly approving the analyses



20

Computation using a
Trusted Third Party

Trusted party 
runs computation 
on behalf of the 

parties
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Computation using a
Trusted Third Party

Trusted party 
runs computation 
on behalf of the 

parties

Multi-Party Computation (MPC)

No TTP;
its role is 

"emulated", via 
peer-to-peer 

software









 

https://docs.rosemanlabs.com/


 

Share a DataFrame in encrypted form
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...or alternatively via web-GUI 





 

Manipulate the encryped DataFrame server-side
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crandas.merge(…)

Join data sets server-side without decrypting them

ID Name Year of birth Hair color Body weight

13242 Lois 1980 red 102

57354 John 1972 brown 80

12321 Francis 1968 blonde 75

ID Name Year of birth

13242 Lois 1980

57354 John 1972

32143 Boris 2001

78754 Alice 1993

12321 Francis 1968

ID Hair color Body 
weight

57354 brown 80

76875 black 61

12321 blonde 75

01923 blonde 90

13242 red 102

65764 blonde 55



 

...and apply a decision rule to,
or train a ML model on the encrypted (joined) data





Use cases &
Real-world impact
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Relevant in domains beyond banking

● National security / Police

● Defense

● Cybersecurity

MPC enables collaborative "risk scoring"
based on confidential data



https://rosemanlabs.com/en/blogs/securened-important-building-block-for-public-private-information-sharing




https://www.youtube.com/watch?v=lphvOKvGiug&t=45s


 

Thanks! Questions?




