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3GPP TS 23.228 (IMS architecture)
3GPP TS 24.147 (Conferencing Application)

VoLTE carrier-grade encryption
Problem: a prime wiretapping target
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VoLTE carrier-grade encryption
Problem: multiple “hop-by-hop” wiretap exposures

3GPP TS 23.228 (IMS architecture)
3GPP TS 24.147 (Conferencing Application)
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VoLTE carrier-grade encryption
Today’s approach: Group calls require a “secure focus” server
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https://theintercept.com/2018/02/17/gchq-belgacom-investigation-europe-hack/
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SIGSALY (1943) 
“Speech Encipherment system”

by Homer Dudley (Bell Labs)
and Alan Turing
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Traffic complexity 
grows  𝑶(𝒏𝟐)

Audio synchronization
complexity

Limitations on audio
Enhancement techniques



Audio Mixing
End-to-end encryption

Speaker anonymity
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Ideal-world
End-to-end encryption
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xdfxBlind audio mixing

Apply 
FHE SIMD 
Addition

Ver0 Audio Mixing



Blind audio mixing
Bandwidth limitations 

Encrypt

Up to ~180x expansion

Real-time audio requirement
• Max latency ≈ 0.25𝑠 
• Max bandwidth ≈ 1 Mbps
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Compress then encrypt

Compress Compress

Encrypt EncryptFHE ADD

Decrypt

Commonly used compression techniques (e.g. MP3)
do not preserve additive & mixing properties
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Word2Vec: Text embeddings
Paris – France + Belgium ≈ Brussels

Additive Homomorphic Neural Compression
Embeddings are underrated!
https://technicalwriting.dev/ml/embeddings/overview.html

Q: Could additive properties be applicable for mixing compressed audio embeddings?

WBrussels

WBelgium

WFrance

WParis

WParis - WFrance

≈ WParis-WFrance+WBelgium

Can audio embeddings have homomorphism?
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Embeddings

Truncate

8-bit values

Encrypt FHE ADD

Truncate

Encrypt

Decrypt

Discovery: neural compression preserves homomorphic
additive operations in the compressed domain.
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Evaluation: impact on network
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Open Challenges

Hardware 
acceleration
For FHE

Example: 
Advanced (Spatial)
Audio Processing

Bandwidth
Require more 
innovations

Example:
New 
Transciphering 
schemes

FHE Standardization
acceleration

Example:
It is hard to 
incorporate FHE
into other specs.

Lawful interception

It’s 2025. It’s almost a law
in every country.
Where are we with this?

Group Key 
Management

Challenge:
Keys can easily get to 
100+ MBs

Packet Loss
Concealment

Challenge:
Mix late or missed
encrypted audio
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