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VOLTE carrier-grade encryption
Problem: a prime wiretapping target
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Proximus

Preferred network type

5G (recommended)

Carrier settings version
proximus_be-62000000013.23
2024-08-15

IMEI
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Calling

Wi-Fi calling

Call over mobile network

Network

Automatically select network

| Access Point Names

5541.‘

Ve

©

©

y,

© 2025 Nokia

ipi-

J

J

.

--nﬂﬂu-nﬂﬂ'lln»luﬂlﬂﬂ"--- /

) —

8 @

3GPP TS 23.228 (IMS architecture)
3GPP TS 24.147 (Conferencing Application)
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VOLTE carrier-grade encryption
Problem: multiple “hop-by-hop” wiretap exposures
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& Proximus

VoLTE
Use LTE services to improve voice calls
(recommended

Preferred network type

5G (recommended)

Carrier settings version
proximus_be-62000000013.23
2024-08-15

IMEI
Calling

Wi-Fi calling
Call over mobile network

Automatically select network
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3GPP TS 23.228 (IMS architecture)
3GPP TS 24.147 (Conferencing Application)
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£ Google Meet
VOLTE carrier-grade encryption * icrosot Toam
Today’s approach: Group calls require a “secure focus” server
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4 Intercept_

|2 HOW U.K_SPIES HACKED A
1., EUROPEAN ALLY AND GOT AWAY
WITHIT

Ryan Gallagher
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Salt Typhoon: China’s Attack on US Telecommunications Networks

Salt Typhoon exploited technical vulnerabilities in some of
the cybersecurity products like firewalls used to protect large

organizations. Once inside the network, the attackers used more

conventional tools and knowledge to expand their reach, gather 2 O 2 4
information, stay hidden, and deploy malware for later use.

According to the FBI, Salt Typhoon allowed Chinese officials to obtain a
large amount of records showing where, when, and who specific
individuals were communicating with. In some cases, they noted that
Salt Typhoon gave access to the contents of phone calls and text
messages as well.

Salt Typhoon also compromised the private portals, or backdoors, that
telephone companies provide to law enforcement to request court-
ordered monitoring of phone numbers pursuant to investigations. This
is also the same portal that is used by U.S. intelligence to surveil foreign
targets inside the United States.

As a result, Salt Typhoon attackers may have obtained information
about which Chinese spies and informants counterintelligence agencies
were monitoring — knowledge that can help those targets try to evade
such surveillance.
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Audio Mixing
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Audio Mixing
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Audio Mixing
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Audio Mixing
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Audio Mixing
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Audio Mixing
End-to-end encryption
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Audio Mixing
End-to-end encryption P
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"We kill people based on metadata”

Michael Hayden
former director of CIA and NSA




Audio Mixing
|deal-world
End-to-end encryption
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Scalabie, Practical VolP Teleconferencing with
End-to-End Homomorphic Encryption
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Ver0 Audio Mixing

Blind audio mixing
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Blind audio mixing

Bandwidth limitations . . .
Real-time audio requirement

« Max latency = 0.25s
« Max bandwidth = 1 Mbps
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Up to ~180x expansion




Compress then encrypt
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Additive Homomorphic Neural Compression
Embeddings are underrated!

https: //technicalwriting.dev/ml/embeddings /overview .html

Word2Vec: Text embeddings
Paris — France + Belgium = Brussels

WParis

Q: Could additive properties be applicable for mixing compressed audio embeddings?

Can audio embeddings have homomorphism?
19  © 2025 Nokia
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Discovery: neural compression preserves homomorphic
additive operations in the compressed domain.
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Evaluation: impact on network

Lower is
better

21

Bandwidth Increase per User

—&— Mesh (compressed)
—»— MCU/SFU (no E2EE)

—— FHE (CKKS, plaintext)
—e— FHE (BFV, compressed)

Per User (Mbit/s)
Y

Users

© 2025 Nokia VerQ scales efficiently in network, device, and compute usage as participants grow.

Lower is

Network Load (Mbit/s)

better

Overall Network Load
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Open Challenges
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Hardware Bandwidth
acceleration Require more
For FHE innovations
Example: Example:
Advanced (Spatial) New
Audio Processing Transciphering

schemes

22 ©2025Nokia

NIST

FHE Standardization
acceleration

Example:

It is hard to
incorporate FHE
into other specs.

Packet Loss
Concealment

Challenge:
Mix late or missed
encrypted audio

VILS

Group Key
Management

Challenge:
Keys can easily get to
100+ MBs

Lawful interception

[t's 2025. It's almost a law
in every country.
Where are we with this?
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Lode Hoste, Emad Heydari Beni,
Geert Heyman, Lieven Trappeniers,

Paschalis Tsiaflakis & others

SDSR Lab, BLSR
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