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About Zama

2

Zama is a cryptography company building open source homomorphic
encryption tools for developers .

Founded in 2020 by Pascal Paillier, a pioneer in FHE, and Rand Hindi, a
serial privacy entrepreneur, Zama continues to lead the way in the
development and implementation of homomorphic encryption
technology .

~100

140
Team members

42 % PHDs

25 Nationalities
Million USD

in funding raised

Over
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Introduction to TFHE
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Fully Homomorphic Encryption (FHE)
Client Server

Plaintexts Ciphertexts

𝑚 𝑚

𝑚′
𝑚′

Program

𝑚

𝑚′

1.

2 .

3 .

4 .

5 .

Enc(𝑚)

𝖣𝖾𝖼𝗋𝗒𝗉𝗍𝗌
𝑠
⃗(𝑚′)

Data stays encrypted!
4
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𝑏

𝑛

= . + 𝑒 𝑚𝑜𝑑 𝑞

Learning With Errors (LWE)

← 𝒟𝑠
𝑛Secret key ← 𝒰(ℤ𝑞)

𝑛
Mask 𝑒 ← 𝒟𝑒

Error (a.k.a. 

noise)

LWE Sample:

Decision LWE: Given d samples (𝑎
⃗

𝑖 , 𝑏𝑖)
find if 𝑏𝑖 = ⟨𝑎𝑖 , 𝑠⟩ + 𝑒𝑖 (LWE samples) 

or if  𝑏 ← 𝒰(ℤ𝑞) (Random samples)

Search LWE: Given d LWE samples (𝑎
⃗

𝑖 , 𝑏𝑖), 

with 𝑏𝑖 = ⟨𝑎𝑖 , 𝑠⟩ + 𝑒𝑖 , find the secret key

,

5

𝒔

𝒂𝒂

𝒂

𝒔
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LWE - based Ciphertexts

Message

𝑏𝑚
=

𝒂, 𝒔 + Δ𝑚 + 𝑒 𝑚𝑜𝑑 𝑞Ciphertext

Enc(𝑚)

=

𝑛

𝑚

Secret key

← 𝒰(ℤ𝑞)
𝑛

← 𝒰({0,1})𝑛

Mask

𝑒 ← 𝒩𝜎Error

(a.k.a. noise)

𝑚 error

Plaintext Representation

Δq

MSB LSB

Learning With Errors

6

𝒂

𝒂

𝒔



A
 p

ri
m

er
 o

n
 T

FH
E 

an
d

 
Fh

ev
m

7

Plaintext Representation

7

Precision P

Example of parameters

𝑛 ≈ 900 𝗊 = 264 2 ≤ 𝖯 ≤ 10

q Δ

Δ𝑚 + 𝑒 𝑚𝑜𝑑 𝗊

MSB LSB

Error
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Homomorphic Addition

𝑚1

𝑚2

𝑚1 +𝑚2

+

=

Plaintext Representation

𝑚2 error2

𝑚1 +𝑚2 error1 + error2

+

=

Ciphertext

Message & Error sizes increase

𝑚1 error1

8
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Homomorphic Addition

𝑚1

𝑚2

𝑚1 +𝑚2

+

=

Plaintext Representation

𝑚2 error2

𝑚1 +𝑚2 error1 + error2

+

=

Ciphertext

Noise management needed

𝑚1 error1

9
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TFHE Programmable Bootstrapping (PBS)

𝑚𝑚

Input

Bootstrapping Key

Output

𝖡𝖲𝖪

PBS

𝑚 error

𝑚 error′PBS

10
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TFHE Programmable Bootstrapping (PBS)

Noise reduction & 

Homomorphic evaluation of any 𝑓(⋅)

𝑚 error

𝑓(𝑚) error′PBS

Small messages only:

|𝑚| ≤ 10bits

Low latency
e.g. ≈ 945 µs for 4 bits

11



A
 p

ri
m

er
 o

n
 T

FH
E 

an
d

 
Fh

ev
m

12

Homomorphic Multiplication

𝑚1

𝑚2
𝑚2 error2

𝑚1 error1

12

𝑚1

4 𝑚2

𝑚2 error3

𝑚1 error1

ct 3 = 4 ct 2

𝑚2
𝑚2𝑚1

𝑚1 error4

𝑚1 ∗𝑚2

𝑚1 * m2 error5

ct 4 = ct 1 + ct 3

PBS

x F(x)

0000 0000

0001 0000

0010 0000

0011 0000

0100 0000

0101 0001

0110 0010

0111 0011

x F(x)

1000 0000

1001 0010

1010 0100

1011 0110

1100 0000

1101 0011

1110 0110

1111 1001
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Homomorphic Integers

13

𝑚1 𝑚2

⋯
𝑚𝑘

𝑚

⋯

𝑚2𝑚1 𝑚𝑘

Decomposition

Encryption

𝑢64

𝑢2 𝑢2 𝑢2

64 bit integers ≈ 32 LWE Ciphertexts
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Zama’s Product Stack

TFHE - rs Concrete

CPU GPU Dedicated HW

Blockchain Concrete - ML

14



A
 p

ri
m

er
 o

n
 T

FH
E 

an
d

 
Fh

ev
m

15

Zama ’s Product Stack

TFHE - rs

Blockchain

How to make TFHE compliant with Threshold 
FHE?

How to make TFHE work better in a 
Blockchain scenario ?

1. Encrypt 2 . Compute 3. Decrypt

15
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Making TFHE Blockchain Friendly



A
 p

ri
m

er
 o

n
 T

FH
E 

an
d

 
Fh

ev
m

17

Machine Assumptions

ClientClient ServerServer

ClientClient 1

ClientClient 2

ClientClient 3

…

ClientServer 1

ClientServer 2

ClientServer 3

…

16 Threads 192 Threads / H 100 GPU

17

Threshold 
Setup

Threshold 
Setup
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Compact Public Key Encryption

Large 𝗉𝗄𝖲𝖾𝗋𝗏𝖾𝗋 & noisy ciphertexts

𝑚0

𝑠
⃗

𝑚1

𝑚ℎ

0

0

0

⋯
𝗉𝗄𝖲𝖾𝗋𝗏𝖾𝗋 =

{𝖼𝗍} =

≈ 130 ,000 

w/ usual

parameters 

0𝗉𝗄𝖲𝖾𝗋𝗏𝖾𝗋 =

{𝖼𝗍} = 𝑚0 𝑚1 𝑚ℎ

ClientLWE - based ClientRLWE - based

Smaller 𝗉𝗄𝖲𝖾𝗋𝗏𝖾𝗋 & less noisy cts

18
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Standard Ciphertext S ize

19

4 bits

…
……
…

… ,

𝑏

64 bits

64 bits

131,000 bits

Plaintext

Ciphertext

1 clear bit encrypted as 32,750 bits

𝒂
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Ciphertext Compression

20

Type Size (kB)
Compressed

Size (kB)

FheUint2 16 1.70

FheUint64 527 1.74

FheUint512 4214 2.08

𝑚0

𝑠
⃗
𝑚1

𝑚ℎ

𝑚0 𝑚1 𝑚ℎ

⋯

𝖢𝗈𝗆𝗉𝗋𝖾𝗌𝗌 ≈ 5ms

𝖣𝖾𝖼𝗈𝗆𝗉𝗋𝖾𝗌𝗌 ≈ 18ms

Nominal vs compressed sizes
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Provably Good Encryption

Errorm

Bad encryption pattern: Message & Error mixed

m Error

Good encryption pattern: Distinct Error & Message

21
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Provably Good Encryption

ZK

m

q Δ

MSB LSB

Error

Good encryption: Error & message bounded

ServerClient

𝖼𝗍 = 𝖤𝗇𝖼(𝑚)
𝜋 = 𝖯𝗋𝗈𝗏𝖾(𝖼𝗍)

𝑏 = 𝖵𝖾𝗋𝗂𝖿𝗒(𝜋)

22
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m

q Δ

MSB LSB

Error

Tweaking Noise Distribution

Gaussian 
TUniform:

Centered Tweaked Uniform

TUniform: well suited for FHE and better fit w/ MPC generation 

23
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Security Models

IND - CPA IND - CPA - D

pfail < 2−64 pfail < 2−128

Reducing the bootstrapping failure probability!

⇒ No impact on performance

Usual Setup Threshold 
Setup

⇒ ⇒

24
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Secure Threshold - Decryption

Enlarging q 𝗊 = 264

𝗊′ = 2128

Reducing the error 

PBS

Now compliant w/ Noise Flooding!

25
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Threshold - Friendly TFHE

26

Bandwidth Efficient

IND - CPA - D 
secure 

Storage Efficient

MPC - Friendly Key 
Generation

Storage Efficient
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The TFHE - rs Library
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Open - source

User - friendly

Rust

TFHE - rs
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TFHE - rs

Description des algos - > standardisé + sécurité

Pk c ’est FHE friendly

4
Lorem ipsum dolor sit amet,

consectetur adipiscing elit

Homomorphic Types

Core

High - Level API

Cryptographic Primitives

Homomorphic Arithmetic
& Specific Crypto Params

User Friendly API a la Rust
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TFHE - rs

docs.zama.ai/tfhe - rs

github.com/zama - ai/tfhe - rs

github.com/ zama - ai/tfhe -

rs - handbook
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Beyond FHE Computation

Public Key Encryption Zero - Knowledge Proofs

Stable User API
Compliance with

Distributed Protocols

Ciphertext Compression
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FHE Computation Timings Over Time

32
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FHE Computation Latenc y

33
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FHE Computation Throughput

34
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Upcoming in TFHE - rs

35

More features & new 
types

Stable GPU backend

Improving PerformanceImproving Performance
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Zama’s Fhevm
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Onchain data is public by design, making it hard 
to build dapps that require confidentiality
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This Leads to Many Privacy Issues

MEV

Bots can front-run you, 

creating a hidden tax on 

every transaction.

Surveillance

Governments can surveil 

you, even if you use 

multiple addresses.

Theft

Criminals know what you own, 

so they can easily target you 

and steal your crypto.
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Private

FHE ZK

Non-interactive

MPC

Decentralized

Composable

Privacy 

Preserving 

Computation
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Zama's fhevm enables confidential smart 
contracts using FHE

E2E encryption of 

transactions and state

On-chain data availability Compatible with existing 

dapps and state
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Without Compromising Transparancy and 
Utility

Access Control
Contracts are free to 

implement their own 

access control logic.

Computation
Users can still know what 

contracts are doing.

Composability
It is easy to mix data from 

multiple users and compose 

smart contracts.
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7

The Zama Protocol uses FHEVM to add confidentiality to smart contracts using a modular, 

offchain /onchain design , realizing MPC - as - a- Service ( MaaS )

Coprocessors

Perform FHE 

computations offchain.

Host Chains

Where smart contracts run 

(e.g., Ethereum).

Gateway KMS

Manages secret keys 

using MPC.

Coordinates all protocol 

activity.

The A rchitecture

42
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18

User

Host chain

Coprocessors

Gateway

Emits requests for FHE 

computations

Carries out FHE 

computation

Carries out 

administration logic

KMS

Uses MPC to do key 

generation and 

distributed decryption

Emits transactions on 

confidential contracts

• Submits their inputs

• Retrieves the decryption of their data.

• Request ciphertext to be bridged to 

another chain.

Gateway, the API of the Protocol

43
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Encrypted DIDs

Store identities on-chain 

and generate attestations 

without ZK

Private Transfers

Keep balances and amounts 

private, without using 

mixers

Onchain Games

Hide cards and moves until 

reveal (e.g. poker, blackjack, 

..)

Blind Auctions

Bid on items without 

revealing the amount or the 

winner

Tokenization

Manage and swap 

tokenized assets without 

other seeing it 

Zama ’s fhevm unlocks new use cases

44
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Technical Overview
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FHE

Homomorphic encryption is 

used to compute on private 

state, directly on-chain

Zama's fhevm combines state of the art 
cryptography in a provably secure way

Zero-Knowledge Proofs of 

Knowledge are used to 

ensure encryption and 

decryption integrity

MPC

Multi-party computation is 

used for threshold key 

generation and decryption 

of FHE ciphertexts

+ + ZK

46
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pk

fhevm Blockchain KMS

sk

pk share(sk)

PoS consensus MPC threshold

pk

pk

Everything is encrypted under a single global 
FHE public key

share(sk)

47
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The global key is generated securely using a 
threshold protocol

Threshold key generation share(sk)

pk

share(sk)

48
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The inputs are simply encrypted using 

the global public FHE key 

Certified ciphertext

E(x)

x

pk

pk

pk
pk

49
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Values can be publicly decrypted by 
validators using a threshold protocol

Threshold decryption

E(x) x

share(sk)

share(sk)

share(sk)

share(sk)

50
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Values can also be re - encrypted to 

a user public key using a threshold protocol

pkpk

Threshold re-encryption

E(x)

share(sk)

share(sk)

share(sk)

share(sk)

C(x)

51



A
 p

ri
m

er
 o

n
 T

FH
E 

an
d

 
Fh

ev
m

52

Re - encrypted values can be read and 
decrypted only by the user owning the key

C(x)

x

pk

pk

pk

pk sk

52
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Solidity API
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Programmable Privacy

All the logic for access control of

encrypted states is defined by

developers in their smart contracts.

Simple DevX

Developers can use the euint data

types to mark which part of their

contracts should be private.

Solidity Integration

fhevm contracts are simple solidity

contracts that are built using

traditional solidity toolchains.

Developers can write confidential smart 
contracts without learning cryptography

54
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FHE:: euint

• Represents an encrypted value.

• Can be used for computation, storage, composition, etc.

• Efficient since they are small (only handles to ciphertexts).

• euint8, euint16, euint32, euint64, … add, sub, mul, eq, le, gt, …

55
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FHE.fromExternal

• Well-formed to not leak anything about global FHE secret key.

• Prevent user from decrypting arbitrary ciphertexts.

• Ciphertexts include ZK proof of plaintext knowledge that must be checked.

56
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FHE.requestDecryption

• Public decryption

• Can be used in require statements

• Leaks value, even when just used for 

checking requirements.

• Alternative is FHE.select(eCondition, 

eTrueValue, eFalseValue).

57
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Getting Things Done

The fhevm protocol will enable the support for writing smart contracts on SolanaVM, 

CosmWasm, and more. 

Writing smart contracts in Solidity will be just one way to do it.

58
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Inside t he Fhevm
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Coprocessor

Relayer

Oracle

Gateway

Host Chain

EVENTS

EV
EN

TS

EVENTS

EVENTS

TR
A

N
SA

C
TI

O
N

TR
A

N
SA

C
TI

O
N

Host Chain

Host Chain

KMS

TRANSACTION

TRANSACTION

User

EVENTS

TRANSACTION

fhevm

60
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Host Chain

Full Node
EVENTS

Coprocessor

TASKS

RESULTS

TASKS

RESULTS

Gateway Validator

EVENTS

TRANSACTION

Host Chain

Gateway

Listener Database

Sender

CoreCoreCompute Worker

61
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MPC Enabled KMS Backend
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Gateway Validator
EVENTS

TRANSACTION

MPC Party (1 out of n)

RPC

RESULTS

.

.

.

Gateway

Connector
CoreCoreCore Database

Gateway Validator
EVENTS

TRANSACTION

MPC Party (n out of n)

RPC

RESULTS

Connector
CoreCoreCore Database

MPC

63
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Noise Flooding

Flooding with improved 
statistical distance argument 
using two uniform random 
flooding values and robust 
open. 

Switch-n-Squash

Switch from (𝑞, l) →(𝑄, 𝐿), 
including a bootstrap to squash 
the noise.

𝑞=2^64 → 2^128 

Performance

Threshold decryption in 
<500ms, even for 40 parties in 
WAN.

Security Proofs

Simulation-based proofs. 

128-bit security.

Details in the Noah’s Ark paper.

Secret Sharing over Rings

TFHE modulus 𝑞 is 2^64.

Need for secret sharing mod 𝑞.

Finite field arithmetic replaced by 
a Galois Ring.

MPC Technique Overview

64
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Thank you
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CONTACT

nigel @zama. org

zama .org

github.com/zama - ai

zama .org /community

https://github.com/zama-ai
https://github.com/zama-ai
https://github.com/zama-ai
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